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WatchGuard Endpoint Security

Reinventing Security Services

Tiép Can Coéng Nghé Endpoint Security

M6t gidi phap bado méat diém cudi toan dién, phai bao gdm cac bién phap phat hién
va phan hoi (EDR) tw dong mot cadch nhanh nhat va tiét kiém chi phi nhat dé bao
vé hé théng va ngudi dung khoi cdc mdi de doa tir “tdn cdng mang”, dong thoi
phai dugc trang bi kha ndng tich hop dé m& réng vanh dai bao vé mot céch hiéu
qua nhat.

Bao gom cac giai phap bao mat tién tién:
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Endpoint Protection,
Detection and Response
EPP + EDR
¥v' M6 rong kha néng clia WatchGuard
EDR véi day du céc tinh nang EPP
(chéng vi-rat, twang Ira, kiém soét thiéf
bi, loc URL, v.v.)
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Endpoint Detection and Response

EPP

Endpoint Protection Platform
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Detection of Unknown Exploits
v Phat hién va phan héi voi moi loai phan
mém déc hai khéng xac dinh.
¥ Ngan chan céc (rng dung va quy trinh
chay cho dén khi chiing duorc xac thyc
la dang tin cay.

Firewall and Antivirus Protection

v Ngén chan, phat hién va trng pho voi
nhitng van dé da biét va chua biét

v Py du cac tinh nang Bao vé diém
cudi, chang han nhu chéng vi-rit,
tuong Iira, kiém soat thiét bi va loc
URL

L Zero-Trust Application Service

Threat Hunting Service J

Bao VéToiba

WatchGuard Endpoint Security mang dén khad nang bao vé tét nhat véi do phirc
tap t8i thiéu dé loai bo phdng dodn vé bao mat diém cudi. Cac san pham va dich
vu bdo mat |ay ngudi dung lam trung tdm cla ching tdi cung cip cdc phuong
phap tiép cdn Nén tdng bdo vé diém cudi (EPP) tién tién va Phat hién va phan hoi
diém cudi (EDR) dé& bao vé con ngudi, thiét bj va mang ma ho két ndi khdi cac
trang web ddc hai, phdn mém déc hai, thu rdc va cac cudc tan cong cé chu dich
khac.

Next Gen AV Advanced Protection Al Driven, Automated Service

WATCHGUARD EPP WATCHGUARD EDR WATCHGUARD EPDR

ENDPOINT BASELINE SOLUTIONS

Androld & 105

¥ Lightwelght agent

macOS & macOS ARM Windows (Intel & ARM) :

ENDPOINT SECURITY
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WatchGuard Cloud

PacTinh

* Phong nglra chli dong: thuc hién phan tich hoat dong cla thiét bi diém cudi, tién hanh ¢ 1ap
mét thiét bi néu cé chira méi de doa dé giup ngin sy c6 d6 lan rong trong hé théng mang clia
nguoi dung.

* Ty dong tim kiém cac méi de doa: ap dung céc tinh ning phan tich hanh vi d& nang cao kha
nang gidm sat cdc méi de doa, giup phét hién kip thoi cac mdi de doa ngay tir nhirng diu hiéu
dang ngd dau tién.

* Loai bo diém mu: loai bd t8i da nhitng thiét bj diém cudi ¢ chira cac 16 hong va diém yéu vé
bdo mat, tir d6 cling gilp gidm thiéu t8i da bé mat t&n cdng cla cadc mbi de doa d8i v&i an ninh
mang.



Bao Mat Manh Mé Hon Vé&i Cong Nghé XDR

XDR hd trg tich hop va hién thi thong tin tinh bao vé& cdc méi de doa, céc bién ¢ tiém an bén trong
hé théng. Dic diém chinh clia XDR su 13 két hop dit liéu tir nhiéu thanh phan bao mat khac nhau
dé tang cudng kha ning phat hién va kha ndng &ng phé su ¢6 mét cach linh hoat nhéat.
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. High cenfident detection

Traditional EDR Solution
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. Known bad data Known good date Unknown data
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» Duoc tich hop san trong kién tric Unified Security Platform® clia WatchGuard. Cung cap cach
ti€p can cac su ¢6 bao mat mdt cach nhanh chéng va chinh xac nhat dya trén cdng nghé Al va

: tap tri thirc, kinh nghiém tir WatchGuard 10C.

i o Ty ddng chi tiét hda théng tin bao mat can thiét va phu hop vdi béi canh cla hé théng.

i+ Trangbj day dd kha n3ng kiém soat bé mat clia méi de doa tiém &n bén trong hé théng.
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Mé Hinh Bédo Mat Tich Hop

Lai ich
e Giam chi phi va thai gian thu thap, phan tich, d8i chiéu, va khuyén cdo phuong an (rng phé vdi cac
mai de doa cho céc |&p bao mat.
* N3m dugc mirc d6 anh hwdng clia sy ¢6 ddi vai hé théng va thiét bi ngudi dung.
* Hb tro twong tac truc tiép trén bé mat mai de doa nham ngén chan sy ¢d kip thoi.

ONE Platform
Simplified, Unified Security.
Cung cap bo gidi phap gém Network Security, Wi-Fi, MFA va Endpoint Security manh mé, duwoc

th8ng nhat bdi sy tvong quan théng minh, tw dong héa va giao dién tap trung dé don gidn héa
viéc quan ly.
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Cung cap kha ning trién khai va thiét lap cau hinh tir xa nhiéu giai phap bao mat
trén cling mot nén tang véi sy hd tro tir cong nghé WatchGuard Cloud.

EASIERTO MANAGE

Hb trg quan ly tap trung tat ca cac gidi phap bao mat trén cing mot Dashboard, d&
dang tuong téc véi kha ning hién thi cé thé thyc hién duoc, hop ly héa higu qud |
quan tri trong viéc 4p dung cac thay déi ciu hinh trong thoi gian thuc hoic theo |
lich trinh.
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