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NTT THONG TIN CONG TY

+ 13 ndm phat trién tr 2008.
+ 02 chi nhanh.

+ 20 chuyén gia IT va quan ly.
+ 200 khach hang.

Van phong: Lau 4, Téa nha ARC, 1D
Nguyén Duy P.3 Q. Binh Thanh, Tp HCM.
Chi nhanh ky thuat: 42, Ngé Quang Huy,
P.Thao Dién, Tp. Tha Buc.




CUNG CAP:
DICH VU & GIAI PHAP IT
CHO DOANH NGHIEP VUA VA NHO

IT Helpdesk/Support Microsoft 365 Cloud Google Workspace Bitrix24 CRM
Gidi Phap Bao Mat Setup ha tang Mang Thué nhan su IT Di d&i Hé théng mang

O 0 O
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N'i-i' Doi ngu nhan sy phyc vy

https://ntt-supercare365.com/doi-ngu-phuc-vu

'TIXY

MR. NGUYEN THE MR, NGUYEN SIEU MR. NGUYEN TRUNG  MR. TRAN MINH CAC MS. TRAN HOANG MS. TRAN THI THOY MS. PHAN VU MS. NGUYEN THI MY
THUONG HUY BAO TRA MY QUYEN PHUONG UYEN QUYEN
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MR. LY BINH HUNG MR. HA MINH HUY MR. HUYNH DANG MR. TRAN HOANG MR. LE THANH MR. NGUYEN MR. LE CHI DAT MR. NGUYEN THANH
BAO DUY BAO HUNG QUANG DAT LOC



WN .” S MENH & GIA TRI COT LOI

S ménh (muc dich kinh doanh):

5 Gia tri cot I6i

Tap trung cung cap céac dich vu CNTT xuat sac gilp “DARTY”
khach hang an tam phat trién kinh doanh.

P.AR.TY

PASSION | ACCOUNTABILITY | RECOGNITION | TEAMWORK | YOUTH

™

ne

RECOGNITION
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Anh chi mong
doi diéu gi khi
tham du budi héi
thdo sang nay?
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BAO VE DU LIEVU HIEVU QUA

MICROSOFT 365

DIEN GIA

Mr. Nguyén Trung Bao
CHUYEN GIA MICROSOFT



 Tim hiéu cac giai phap ctia 0365 vé viéc bado mat thong tin va div
liéu

 Cach bao vé dir liéu

- Giai phap DLP cho doanh nghlep

 Tim hiéu thém vé kiém soat va bao vé di¥ liéu trong Microsoft 365.



Noi dung

Dt liéu va tdm quan trong cua dir

01 A
liéu.
Nhirng nguyén nhan cé thé gay
02 ~ \ oA
mat an toan dir liéu.
03 Lam thé& nao dé bao vé dit liéu?
04 Giai phap Microsoft 365 gilp bao
vé di¥ liéu nhu thé nao?
05 Q&A




~ 7 Cac Anh/Chi dang lwu
- triv dir Ileu nhw thé

y Céac Anh/Chj da cam
thay yen tam vé dir
liéu cua minh chwa?

‘\




Mot so cach luu trir dir lieu
pho bién

Luu trén 6 cirng Luu trén thiét bi Luu trif trén Luu trir trén

, . di,dc}ng.(UASB, o c At I Google/
cua may tin cung di dong) erver vat ly Dropbox/...




- -
\/ Ot'SO cac médo h ngh ep

ng tu t@ve dﬁu cua minh

.-

P Tu copy dir liéu vao thiét bi
di déng

Dit liéu khi can , Khoéng cho phép truy cap dir

liéu ngoai van phong. (USB, 6 cling di dong)

i T

thi mdi chia se.




Nhitng ditt liéu phd bién Q
0 trong doanh nghiép?




Chung ta mat gi néu dit liéu khéng an toan?




Nhi*rng nguyén nhan nao gy mat an toan dit liéu?

SR2AY

‘Q‘
vy

Ll LT SFFFESSESSERNTES

=20 [T T Dif liéu phan tan

Pa nén tang

Loi phan ciing

Virus tan cong



Co Phuong phap nao bao vé
d* hieu qua hon khong?



Phuong phap bao ve dir 1. Tu duy bao vé
iU |

+

2. Phuong phap C.IA

+

3. Cong ngh¢ (Microsoft 365)




An toan dit lieu la nhu Bao gdm 3 tinh chat (C.IA):
thé nao? . Bimat

 Sansang

« Toan ven

Security

Availability




Giai phap Microsoft 365 dang bao vé dit liéu nhu

thé nao?
& L (s

,M Phat hién/ Canh bao Ngan/ Chan
£ 68 I 2EiE U C6 thong bao, lich su Khoa quyén truy cap

69 WY Lot s UL khi dit lidu bi thay di Phuc hoi dif liéu
Co ma hoa dir lieu



Bao vé tai khoan truy cap
thong qua xac thuc 2 16p (da
16p) S« dung mot tai khoan truy cap nhiéu dich vu (SSO)

Xac thuc 2 1&p qua Mobile/ SMS/App (MFA)

B Microsoft

Approve sign in request

~

Multi-factor respond,
authentication
prevents 99.9%'
of identity attacks

o We've sent a notification to your mobile device.
Please open the Microsaft Authenticator app to




Bao Vé Chéng |a| mél de Phong chéng email gid mao
doa tvw email




D lieu duoc Scan khi
upload Ién Microsoft 365

B2 Microsoft Office 365

X/

Signs of ransomware detected

M

Office345 has Indiustry.leading dats protéction technoiogy which i0oks out for Cyber attacks
on your fies. Your OneDrive ac0ount recently started Showng Signs of Suspicious tivity. We
found 32 fles that appedr 10 be compromised Dy 8 ransommace Sttac.

RAMOMWAre 1 & type of malicious software 0esigred 10 BIock access 20 your fies untll you
Py MOney,

Vist OneDrive.com within 30 cays of the attack to:

o Riview SUSDICous Ties and confinm they have Deen compromised
o Remowve ransomware from your devices
o Restore your fies on Oredrive

You can restore your fiies on OreDrive for ony 30 Cays afer they were CoOMPromised. If you
oon't restore the compromised flies within 30 days from the ransommare attack, the fies
VON't De recoveradie

B2 Microsoft
Moot Corgoraton

s A P evnl b s s e s bl b0 Orelme e W Ny
Capyage 2077 Mot Conexaran By  JLEmresd Foorwru WA WO LA




To chire lwu trt tap trung

>

= v I " » NTT COPORATION > DATA - Documents

&

Name
~ 01.BGD
~ 02. NHAN SU
NTT COPORATION =1 03. KE TOAN
~ DATA - Documents . "7 04 SALE

~ 05 MARKETING
06, PROJECT

~ PUBLIC

Status

cC 6 6 6 6 6 0




Share 1. THONG TIN CHUNG' and its contents

2538 files
Shared with lots of people

Bé Ch I/n h Salch p hé N q uyé n Invite people Enter names or email addresses..

Get a link

truy cap chuyén sau cho
doanh nghiép

Include a personal message with this invitation (Optional).

Share everything in this folder, even items with unique permissions.

HIDE OPTIONS

Send an email invitation

Select a permission level

| Edit
' Full Contral
Design

Contribute
Read
Restricted View




« Tuy bién phan quyén chia sé di liéu cda ban

@ Share "Hudng Dan Get Link_Partner Relationships.docx” X

Phan quyén chia sé dit | Sharing settings

Hudng Dan Get Link_Partner Relationships.docx

e /N | |
| | e u Share the link with
i Anyone

[ Share with anyone, doesn't require sign-in

People in NTT COPORATION

People with existing access © O
I Yo YeYoYe

y Peaple you choose @ O

More settings
" Can view e
| MM/DD/YYYY X

& Set password

' © Block download @ Off




[ B .
. ) % Followin
Tu d@ng sao |U’U phUC _ N',T Customer Services Department J
h}\' F |d /Fl b’ o sasssesrrs  Private group A 6 members
. ] Delete <) Restore 1 selected X
Recycle bin |
] Name Date deleted | Deleted by Created by Original location
° | change Network agent 6/19/2023 2:24 AM Ly Dinh Hung, NTT Ly Dinh Hung, NTT sites/ServicesCustome
Documents/2. KHACH
KNOWLEDGE BASE/1.
Document/HUGNG D,
‘o— change Network agent.rar 6/19/2023 2:24 AM Ly Dinh Hung, NTT Ly Dinh Hung, NTT  sites/ServicesCustome
Documents/2. KHACH
KNOWLEDGE BASE/1.
Document/HUGNG D;




a alp

@ Version history "Hudng Dan Get Link_Partner R... X

Version history

Cac phién ban di liéu

Hudng Dan Get Link_Pa...er Relationships.docx

6/23/2022 08:40 AM

1.6 MB b
Madified by Mguyen Trung Bao, NTT

L

| 5/27/2022 09:43 AM i

! 16 MB |
Modified by Tran Minh Cac, MTT . B

Restore J

5

3/17/2022 02:40 PM

1.6 MB Download
3 Maodified by Nguyen Trung

K 3/17/2022 02:40PM | Delete |

1.6 MB
Maodified by Nguyen Trung Bao, NTT

iE 3/17/2022 02:40 PM
1.6 MB

A —




« Chidinh IP duoc phép truy cap dit liéu:

Network location

@ Make sure your IP address is included in the ranges you enter so you don't lock yourself out.

h h / h . /,\ bc
C O p e p t Iet l truy Use this setting to allow access only from IP addresses that your organization owns.
Cé p theO dla Chi | P d-u)dc Learn more about controlling access based on network location

B . Allow access only from specific IP address ranges
chidinh
' @ o

Enter IP addresses or ranges
Examples: 172.16.0.0, 192.168.1.0/27, 2001:4898:80e8::0/48

118.69.60.86




Canh bao khi co su thay
doi dit liéu

Documents: New folder - NTT_Change file.docx

Customer Services Department <no-reply@sharepointonline.com
To Mguyen Trung Bao, NTT

@ If there are problems with how this message is displayed, click here to view it in a web browser.

NTT_Change file.docx has been changed

Tran Hoang Bao, NTT
6/18/2023 1:56 AM
Title

Image Tags

bModify my alert settings = View Documents




31 Microsoft Purview 5 ?
.
@ Home Aud|t ) Learn about audit
@ Compliance Manager
New Search  Classic Search  Audit retention policies (Preview)
<D Data classification v —
gj Data connectors Searches completed Active searches Active unfiltered searches
0 0 0
N\ / / \ o /‘2 A Alerts
( O I l ‘ l I a O ‘ a O Va I e I I I e Date and time range (UTC) * Activities Users
. 25 Policies
Start | Jun 19 ] I 00:00 v l I Choose which activities to search for pu l l Add the users whose audit logs you want to se... ‘
Z o 0 A @, Roles & scopes X ) .
O l n u I e l I Record type File, folder, or site O
o :
. £F  Trials End I Jun 20 l I 00:00 v ‘ | Select the record type to search for e \ | Enter all or a part of the name of a file, website... l
Soluti Keyword Search Workload Search name
olutions
I Enter the keyword to search for | I Enter the workload to search for v ’ I Give the search a name I
B catalog
,O Content search
33 Microsoft Purview 1y £ % 0
= Alert pOIicy Learn more
(1 Home
Mail flow alerts have moved to the new Exchange admin center. Starting Oct 2021, customers will only be able to ‘ Try it now ‘
&  Compliance Manager create/view/edit mail flow alerts in the new Exchange admin center. L -
<> Data classification v
—+ New Alert Policy %5 Manage Activity Alerts () Refresh 35items | O Search | % Filter
E—? Data connectors
A Alert [[] MName Severity Type Category Date modified (UTC +07:00) Tags
erts
= Ppolicies D MIP Autolabel simulation completed HEE low System Threat management - -
=
Q Roles & scopes ~ D Suspicious email sending patterns detected HEE Medium System Threat management - -
E}‘ Trials D Admin triggered user compromise investigation EEE Medium System Threat management - -
. |:| Suspicious connector activity HEE High System Threat management - -
Solutions
E: Catal D Successful exact data match upload HEE Low System Threat management - -
F Catalog
@ Audit D Elevation of Exchange admin privilege HEN Low System Permissions - -
O Content search [7] Reply-all storm detected mmm High System Mail flow - -
kel Communication compliance D User restricted from sharing forms and collecting responses  HEE High System Threat management - -
E Data loss prevention ~ i T T S O WP — [ Tl




Chung ta phai bat dau tir dau?



Tap trung lwu trir va quan tri dit liéu
trén Microsoft 365

pP— Xay dung chinh sach truy cap dit liéu
e N
cho doanh nghiép

Kiém tra va cdp nhat dinh ky




dau cudi
Endpoint Management



Quan ly va bao vé céc thiét bi hoat ddng trén dit
ieu cua doanh nghiép

Microsoft
Defender

Ma hda 6 cirng thiét bi Chéng truy cap vao cac tng Ngan chan Virus

dung dam may khac



Microsoft 365 Business Premium

Nén tang toan dién dé cong tac va bdo mét cho cdc doanh nghiép SMB

Microsoft 365 Business Basic RS D e

(Omce 365 BUS.‘:.HESS Essent[‘ﬂ!S) Exchange Teams  Sharepoint OneDrive + web versions of Word, Excel and PowerPoint

R dDoe R @ ESIS

Exchange Teams  Sharepoint OneDrive  Outlook Word Excel PowerPoint Publisher Access

(Microsoft 365 Business) Q [% Q == 0 Q

Adv. Threat Intune  Information Defender Conditional Windows
Protection Protection Access  Virtual Dsktp

Microsoft 365 Business Premium



Phuong phap bao ve dir 1. Tu duy bao vé
iU |

+

2. Phuong phap C.IA

+

3. Cong ngh¢ (Microsoft 365)




An toan dit lieu la nhu Bao gdm 3 tinh chat (C.IA):
thé nao? . Bimat

 Sansang

« Toan ven

Security

Availability




Giai phap Microsoft 365 dang bao vé dit liéu nhu

thé nao?
& L (s

,M Phat hién/ Canh bao Ngan/ Chan
£ 68 I 2EiE U C6 thong bao, lich su Khoa quyén truy cap

69 WY Lot s UL khi dit lidu bi thay di Phuc hoi dif liéu
Co ma hoa dir lieu



Cam on cac Anh/ Chi da
lang nghe



